AHHOTAIIAS PABOYE ITPOTPAMMBI TUCIATIIUHBI

Bb1.0.04.12 Cetu u TeJIEKOMMYHUKALMH 1 LOKYMEHT MOAMUCAH
w 3NEKTPOHHOW NOAMMCHIO

CHeHI/IaJILHOCTB/HaH AaBJICHHUC Ci : 00940BA2D772BADC6721A08E042746B11B

) P 09.03.01 UnopMaTnKa U BLIYHCIUTEIbHASI TEXHUKA Boimu Kyshouoon Eoata BB
IIOATIOTOBKH: NeiictButeneH: ¢ 07.07.2023 g0 29.09.2024
Crennanu3zanus/ IIpoexTHpOBaHUE MPOrpaMMHOro o0ecrnevyeHusi MOOUJIbHBIX POOOTOTEXHMYECKHX CHCTEM B MUILEBOH
HaIpaBJIeHHOCTH(TPOGHIIB): NMPOMBIIVIEHHOCTH H OTPAC/ISIX arPONPOMBIIITIEHHOI0 KOMILJIEKCa

| 1. IEJIN U BAJTAYU OCBOEHUW I JTUCIIUTTJIIUHBI (MO Y JIS)

1.1. Hean:
enssMu muCHMIUIMHBI SBIIsIeTCSl HOPMUPOBAHUE Y CTYICHTOB NMPO(GECCHOHATIBHBIX 3HAHUH B 00J1aCTH COBPEMEHHBIX CETEBBIX

1.2. 3apaun:

- opMupoBaHUE TEOPETUICCKUX 3HAHHUI MO MPEAMETY AUCIUILIMHBI (B T.4. OCBOCHHUE HEOOXOIUMON TEPMUHOJIOTHH )

- IpUOOpeTeHNe MPaKTHYESCKUX YMEHUH M HABBIKOB B PaMKax IpeIMeTa AUCHUIUIMHEI (B T.4. JUI TOCIEIYIOMIEr0 caMoo0pa3oBaHus
B paMKax MpeaMeTa JUCIHUIUIMHBI).

2. POPMUPYEMBbIE KOMIIETEHIIMU 1 UHIAUKATOPBI UX TOCTUKEHU S

OIIK-3 : Cnoco0eH pemiaTh CTaHAAPTHBIE 3a1a44 NPO¢ecCHOHATBHOM /1eSITeJIbHOCTH HAa 0CHOBe HHGOPMAaLMOHHOI 1
Ooubuorpadguyeckoii KyJabTypbl ¢ NPUMEHEHHeM HH(POPMAIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOT Ui U € Y4€TOM OCHOBHBIX
TpedoBaHuii HHPOPMALMOHHOI 0e30MaCHOCTH;

OIIK-3.1 : 3Haet npuHLIUIBI HHGOPMAIMOHHOW U OMOIHOTrpaduIecKoil KyIbTyphl, METOIBI M CPEACTBA PEIICHHS CTAHIAPTHBIX
3a1a4 npodeccnoHabHON AEATENEHOCTH ¢ IPUMEHEHHEM HH(POPMAMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI H C yIETOM
OCHOBHBIX TpeOoBaHUil HH(POPMALMOHHON 0€301aCHOCTH

OIIK-3.2 : ¥Mmeer permiath cTaHIapTHBIE 3a1a44 NPO(ecCHOHATbHOM IESTEIPHOCTH Ha OCHOBE HH(POPMAIIMOHHO 1
Oonbmorpaduyeckoi KyabTyphl ¢ IPUMEHEHHEM HH()OPMAIIOHHO-KOMMYHHKAIIOHHBIX TEXHOJIOTHH U ¢ yI€TOM OCHOBHBIX
TpeOOBaHU HHPOPMAITHOHHOHN 6€30MaCHOCTH

OIIK-3.3 : Bnaseer MeTogaMu MoKcKa U aHann3a HHQopMaIu sl oAroTOBKU JIOKYMEHTOB, 0030poB, pedepaToB, H10KIaI0B,
myOJIMKaIMii, Ha OCHOBE HH()OPMAIIMOHHOM 1 ONOIHOrpaduecKOr KyIbTYpPhI C Y4€TOM COOIIOCHHUS aBTOPCKOTO TpaBa U
TpeOOBaHUI HHPOPMAITMOHHOHN 0€30MMacHOCTH

OIIK-7 : Cnoco6eH y4acTBOBATH B HACTPOIiKe U HAJA/IKe MPOTPAMMHO-ANMNAPATHLIX KOMILIEKCOB;

OIIK-7.1 : 3HaeT MeTO b HACTPOMKH, HAJIAJIKN IIPOTPAMMHO-AIIAPATHRIX KOMIUIEKCOB

OIIK-7.2 : YMeeT aHaNu3upoBaTh TEXHUUECKYIO JOKYMEHTAIHIO, IPOM3BOAUTH HACTPOIKY, HallaIKy U TECTUPOBAHUE IIPOrPaMMHO-
annapaTHbIX KOMIUIEKCOB

OIIK-7.3 : Bnageet ciocob6amu IpoBEpKU pabOTOCIIOCOOHOCTH MTPOrpaMMHO-AIIIAPATHBIX KOMIIJIEKCOB

3. KPATKASI XAPAKTEPUCTHKA CONEPKAHWSI YYEBHOM JUCIAILIMHbI

Kon IIpax.
TeMmbl, IaHUPYEMBIe PEe3YJIETAThl UX OCBOCHUS Cemectp | Yacor
3aHSTUS IIOJIT.

Tema 1. IlonsiTne komnbroTepHoii cetu. Knaccuduxanus cereii. Tonosioruu cereii.
CranaapTbl KOMNbIOTEpHBIX ceTeii. Moaean OSI.

Kpatkoe cogep:xxanue: Ilonsitue komnsrotepnoii cetu (KC), coctaB KOMIIOHEHTOB.
Kuaaccuduxanuu KC. CereBbie xapakrepucTuku. [lonsitue cereBoro

1.1 B3aumozeiicTeusi. Moaean OS| B3anMoaeilicTBUsI B OTKPBITHIX CHCTEMAaX. 3 2 0
3HaTh: cOBpeMeHHbIe APXUTEKTYPbI ceTeil, TeXHOJIOTHH ceTell U TeJJeKOMMYHUKAIUI,
MPOTOKOJIbI CETEBOr0 B3aMMO/IeiiCTBHS.

[J1ex/

JlaGopaTopHas padora 1. Tonosioruu cereii.

Kpatkoe conep:kaHue: u3yuyeHue pa3inyHbIX THIIOB ceTeBbIX TOMOJIOTHIA: IMHA,
3Be3/1a, KOJIbI0 U AP, HACTPOIiKAa JIOKAJBLHOW CeTH C HCIO0JIb30BAHHEM BbIOpAHHOM
TOMOJIOTHH

YMeTh: NPOEKTHPOBATH, YCTAHABIMBATH M HACTPAMBATh CeTH MepeaayH JaHHBIX;
HAeHTUPUIHUPOBATH U pemiaTh NPodJeMbl B CETH

Buiiajern: HaBbIKaMH PaGoThI ¢ onepanuoHHoi cucreMoiit Windows; HaBbIKamMu
PadoThI ¢ ceTeBLIM 000Py10BaHNEM U MIPOTPAaMMHBIM obecniedeHueM. /J1ad/

1.2

Tema 1. IlonsiTne komnbioTepHoii cetu. Knaccuduxauus cereii. TonoJsioruu cereid.
Cranaaptbl kKomnbloTepHbIX ceteii. Moaeab OSI. KpaTkoe conep:xanue: Ionsitue
komnbloTepHoii ceTu (KC), cocraB komnonenToB. Kitaccupuxanuu KC. CereBbie
xapaktepuctuku. [Tousitue cereBoro B3anmojeiicreus. Moaean OS| B3aumoneiictBus
B OTKPBITHIX cucTeMax. M3yuyeHue pa3In4YHbIX THIIOB CeTeBbIX TOIOJIOTUIi: INHHA,
3Be3/12, KOJILIO U P, HACTPOIiKAa JIOKAJbHOM CeTH ¢ HCIO0JIb30BAHNEM BbIOPAHHOI
TONOJIOTHH

3HaTh: cOBPeMeHHbIe apXUTEKTYPbI ceTeil, TeXHOJIO0IMH ceTeil M TeJJeKOMMYHHKALMIA,
NMPOTOKOJIbI CETEBOr0 B3aMMO/deiicTBH .

YMeTh: NPOEKTHPOBATD, yCTAHABJIMBATH M HACTPAMBATHL CeTH Nepelayl JaHHbIX;
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u1eHTHGUIUPOBATH U pelIaTh NPo0.J1eMbl B CETH
Biajern: HaBbIKaMH PaGoThI ¢ onepanuoHHoi cucremoit Windows; HaBbIKaMu
padoThI ¢ ceTeBbIM 000PY/I0BAaHHEM M MPOrpaMMHBIM oGecniedyeHuem. /Cp/

1.4

Tema 2. ®uszuuecknii ypoenb moaeau OSI. Kananbubiii ypoBennb mogeau OSI.
Texuonorus «Ethernet»

Kparkoe conep:xanune: Cpena mepenayn JaHHBIX, XapaAKTEPUCTHKH KAHAJIOB CBSI3H,
pabora ¢ KagpamMu, HOAYPOBHU KAHAJILHOIO YPOBHS, TEXHOJIOTHH KAHAJILHOTO YPOBHS,
Tunbl Ethernet, gpopmar xaapa Ethernet

3Hath: Cpeabl nepenayn JaHHBIX, XaPAKTEPHCTHKH KAHAJIOB CBS3U, IPHHIUIIBI
PaGoThI ¢ KaApaMH, NOYPOBHH KAHAJILHOIO YPOBHS, TEXHOJIOTHH KAHAJIBLHOTO
yposusi, Tunbl Ethernet, gopmar kaapa Ethernet /Jlex/
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JlaGopaTopHas pa6ora 2. OcHoBsI Cisco Internetwork Operating System.
Kparkoe conep:xanue: Hacrpoiika |OS, komanasl 10S, punbTpanus BbIBOjAA,
npocMoTp padoueii KoHPUTypa Ul

YMeTh: pacCYuTBHIBATH M BBIOHPATH MOAXOAS NI THI Kadeas aast Ethernet-
coeMHeHHUs1; HacTpauBaTh Ethernet-coenunenne Ha KOMNbIOTEPe H KOMMYTATOpE;
AMAarHOCTHPOBAThH NMpodiemsbl ¢ Ethernet-coeqnnenneM u BLINOJIHITH OCHOBHBIE
peMOHTHbIe padoThl. BiiageTb: HaBbIKaMH Pa0OThI ¢ Ka0eIsIMH U pa3beMaMH
Ethernet; HaBbIkamMu HacTpoiiky ceTeBBIX MapameTpoB Ethernet-coennnennst Ha
KOMIbIOTEPE 1 KOMMYTATOpe; HABbIKAMH IMarHOCTHKH U peMoHTa Ethernet-
coeanHeHui. /J1ad/

1.6

Ipakruyeckas pagora 1. Texunomnorus Ethernet.

Kpartkoe conep:kaHue: npakTH4ecKoe MOJIK/I0YeHUEe YCTPOICTB K CeTH €
HCIOJIL30BaHUEM Pa3JnYHbIX Kabeeil Ethernet, recrupoBanue kauecrsa cBsi3u u
CKOPOCTH Nepeaay JaHHbIX, oTiaaKa cetn Ethernet: nsyuenue nporpaMmmHuoro
obecnieuenns Cisco packet tracer u ero Bo3MoKHOCTeI UIsi aHAJIM3a TpaduKa B CeTH
Ethernet, anann3s Tpadgmka B JIOKaILHOH CeTH, BbISIBJIEHHE U YCTPAHEHHE BO3MOKHBIX
npoodJeM B CeTH, TAKUX KAK KOJUIM3HH, 3aJeP:KKH U OLINOKH Mepeaayu JaHHBIX
YMeTh: paccYuTHIBATH H BHIGHPATH MOAXOAsIIIMIA THN Kabeas aus Ethernet-
coequHeHus; HacTpauBath Ethernet-coenunenne Ha KoMnBHTEPE M KOMMYyTAaTOPE;
JAMArHOCTHPOBATH MPodiaemsl ¢ Ethernet-coennHenneM u BHINOJIHATH OCHOBHBIE
PEMOHTHBIE PadOTHI.

BiameTs: HaBbIKaMH paGoThI ¢ KafensiMu U pazbeMamu Ethernet; HaBbikamn
HACTPOIKH ceTeBbIX mapaMeTpoB Ethernet-coequHenusi Ha KOMNbIOTEpPe U
KOMMYTaTOpe; HaBbIKAMH THATHOCTHKH U pemonTa Ethernet-coemunenuii. /IIp/

1.7

Tema 2. ®uszuuecknii ypoenb moaeau OS|. Kananbubiii ypoBens mogeau OSI.
Texunonorus «Ethernet» Kparkoe cogepskanue: Cpeaa nepeaadyn JaHHBIX,
XapaKTePUCTHKH KAaHAJIOB CBSI3H, padoTa ¢ KaJjpaMu, MOAYPOBHH KAHAJIBLHOI0 YPOBHSI,
TEXHOJIOTHM KaHAJILHOro ypoBHsi, Tunbl Ethernet, popmar kagpa Ethernet, nacrpoiika
10S, komanas! 10S, punbTpanus BbIBOAa, NPOCMOTP padoueii koHpuUrypauuu,
NpaKTHYecKoe MOAKJII0UeHHe YCTPOICTB K CeTH ¢ HCNO0JIb30BaHHEM Pa3IM4YHbIX
kabeueii Ethernet, TecrupoBanne kayecTBa CBSI3U H CKOPOCTH MePeIaYvu JaHHBIX,
otnanka ceru Ethernet: nsyyenune nporpammuoro odecnmeuenust Cisco packet tracer u
€ro BO3MOKHOCTE# 1151 anaau3a Tpaduka B cern Ethernet, ananaus tpaduka B
JIOKAJIbHOH ceTH, BbIsAIBJICHHE U YCTPaHEHHE BO3MOKHBIX P00JIeM B CeTH, TAKHX KaK
KOJITU3MH, 32/IEP5KKH H OIIHOKH MepeAayu JaHHBIX

3uatb: Cpeabl nepenavyu JaHHBIX, XapAKTEPUCTUKH KAHAJIOB CBSI3H, IPHUHIUIIBI
padoThI ¢ KaApaMH, HOAYPOBHHU KAHAJIbHOI0 YPOBHS, TeXHOJOTHH KAHAJIBHOIO
yposnsi, Tunbl Ethernet, gpopmar kanpa Ethernet

YMeTh: pacCYuTHIBATH U BHIOHPATH MOAXOAS LN THI Kadeas aasi Ethernet-
coequHeHus; HacTpauBath Ethernet-coenunenne Ha KoMnbHOTEPE M KOMMYTaTOpE;
AMarHocTupoBaTh mpodiaemsl ¢ Ethernet-coennnennemM u BHINOIHATH OCHOBHBIE
PeMOHTHbIe Pa0OThI.

Baaxers: HaBbIKaMu PaGoThI ¢ KabeasiMu u pazbemamu Ethernet; naBsikamu
HACTPOIiKN ceTeBBIX MapaMeTpoB Ethernet-coenunennst Ha kKoMnbOTepe H
KOMMYTATOpe; HaBbIKAMM JIMATHOCTUKHU U peMoHnTa Ethernet-coenunenuii. /Cp/
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1.8

Tema 3. CeteBoii ypoenb moaeu OSl. ITporoxos IP. TpancnopTHBIi ypoBeHb
moaeau OS|. Ipukiaagnoii ypoBenb moaesim OSI.

Kparkoe conep:xanue: ®parmentanus. STP. MacmiraGupyemMocTs Ha CETEBOM YPOBHE.
Mapmpyru3anus. @opmar 3arojoBka |P-nakera. 3a1aun TpaHCIOPTHOTO YPOBHS.
IIpoTokoJibl TpancopTHOro ypoBHs. HTTP vs HTTPS.

3HaTh: 0c00eHHOCTH pparMeHTalUU, MACIITA0MPYEMOCTh HA CETEBOM YPOBHeE,
MapuIpyTH3anuio, (popmMart 3arojioBka |P-nakera, 3a1a4n TpaHCIIOPTHOTO YPOBHSL.,
NPOTOKOJIbI TPAHCNOPTHOro YpoBHs HTTP vs HTTPS.

[Jlex/

1.9

IIpakTHyeckas padora 2. Ceru TCP/IP
Kpartkoe conepixanune: u3yueHne CTpYKTYpsI npoTokoia TCP/IP u ero kKoMInoHeHToB:
IP-agpeca, Macku nmojcerei, HLTI03bI 0 YMOJTYAHUIO, TPOTOKOJIBI MAPIIPYTH3ALMH U




T.J, HAcCTpoiika |P-agpecoB u Macok mojaceTei 1Jisl yCTPOICTB B JIOKAJILHOI ceTH,
HACTPOIiKa CeTeBOro MapUIPyTH3aTOPa ¢ HCMOJIb30BaHHEM NMPOTOKOJIOB
MapUIpyTH3AIHH.

Ymerb: HacTpauBath cetb TCP/IP, Bkitouasi HacTpoiiky |P-agpecos, nojacereii, Macok
Mo/ICeTeH U LJII030B; OTCJIEKHBATH CETEBbIE MAKEThI U HAXOAUTH UX HCTOYHUKM;
HCNOJIb30BATh KOMAHIHYI0 CTPOKY JIJIsl TMATHOCTUKH U ynpasjieHus cetbio TCP/IP.
Baanern: naBbikaMu HacTpoiiku cetn TCP/IP Ha koMnbloTEpe U Ha
MapIIPYTH3aTOPe; HABBIKAMH OTC/JIEKHBAHHS ceTeBOro Tpadguka u noucka npodaemMul
B cetu TCP/IP. /TIp/

1.10

IIpakTnyeckas padora 3. VLAN. L3 kommyTaTop. CTaTH4eckasi MapLIpyTH3alusl.
DHCP B Cisco packet tracer.

Kpatkoe conep:xxanne: usyuyenue VLAN, mocTpoeHne MoaeIn ceTH ¢ KOMMYTaTOPOM
TpeTbero ypoBHsi B Cisco packet tracer, nacrpoiika mapmpytusatopa B Cisco packet
tracer. Ilporokoa DHCP

Ymers: HacTpauBath cetb TCP/IP, Bkiouas Hactpoiiky |IP-aapecos, nmojacereii, Macok
nojceTell ¥ NLTI030B; OTCJIE;KHBATH CeTeBbIE MAKETHI M HAXOJAUTDH UX HCTOYHHKH;
HCIO0JIb30BATh KOMAHIHYIO CTPOKY JUIsI TMATHOCTHKH M ynpasJieHus cetbio TCP/IP.
Baanern: HaBbikaMu HacTpoiiku cetn TCP/IP Ha koMnbIOTEpe U Ha
MapLIPyTH3aTOPe; HABBIKAMHU OTCJI€KHMBAHMS ceTeBOro Tpadgpuka u nmoncka npodaemMul
B cetu TCP/IP. /TIp/
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Tema 3. CereBoii ypoBenb moziesin OSI. IIporokoa IP. TpancnopTHbIii ypoBeHb
moaeu OS|. IlpukiaagHoii ypoBenb moaesin OSI.

Kparkoe conep:xkanue: ®parmentanus. STP. MacmiraGupyemMocTh Ha CETEBOM YPOBHe.
Mapmpyrusauus. ®@opmar 3arososka |P-nakera. 3agaun TpaHCIOPTHOTO YPOBHS.
IIporoxo.nl TpaHcopTHOTO YpoBHA. HTTP vs HTTPS. U3y4yenne cTpyKTyphI
nporokosia TCP/IP u ero komnonenTos: |P-agpeca, Macku mojicereii, IUII03bI 110
YMOTYAHHIO, MPOTOKOJIBI MAPLIPYTH3ALUH M T.J, HacTpoiika |P-agpecoB n Mmacok
nojaceTeii 1151 YCTPOICTB B JIOKAJIBHOI ceTH, HACTPOIiKa ceTeBOro MapLIPyTU3aTOPa ¢
HCIOJIb30BAHUEM MPOTOKOJI0B MapmpyTu3amuu. M3yyenne VLAN, nocTpoenue
MO/IeJIN CeTH ¢ KOMMYTaTopoM TpeThero yposHs B Cisco packet tracer, nacrpoiika
mapupytu3aropa B Cisco packet tracer. Ilporoxoa DHCP

3HaTh: 0c00eHHOCTH pparMeHTal Uy, MACIITAOHPYEMOCTh HA CETEBOM YPOBHeE,
MapuIpyTH3anuio, popmat 3arojioBka |P-nakera, 3a7a4u TPaHCIIOPTHOTO YPOBHSL.,
NMPOTOKOJIbI TPAHCNOPTHOro ypoBHs HTTP vs HTTPS.

YMmernb: HacTpauBath ceTh 1 CP/IP, Bkiouasi HacTpoiiky |P-anpecos, noacereii, Macok
nojceTell M IJII030B; OTCJIESKUBATH CeTeBble MAKeThl U HAXOAUTH X HCTOYHUKH;
HCIO0Jb30BATH KOMAHIHYIO CTPOKY /ISl IMATHOCTHKH M ynpasJieHus ceTbio TCP/IP.
Buaajern: naBbikaMu HacTpoiiku cetn TCP/IP Ha koMnboTEpe U Ha
MapUIPYTH3aTOpe; HABBIKAMH OTCJIEKMBAHNS CeTeBOro Tpadguka u moncka mpodaemMul
B cetn TCP/IP. /Cp/
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1.12

3aueT ¢ oLeHKOIi.

OIIK-3.1 3naeT npuHIUNIBbI HHPOPMANIMOHHON 1 OuOIHOrpaduyecKoii KyJIbTYpHI,
MeTObI M CPe/ICTBA PellieHHs] CTAHJAPTHBIX 3a1a4 NPo¢)ecCHOHATBHOM 1esiTeJIbHOCTH
¢ NIpUMeHeHHeM HH(POPMALMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHH U € Y4eTOM
OCHOBHBIX TpeOoBaHUii HHGOPMALHOHHOI §€30MACHOCTH

OIIK-3.2 YMmeer pemiaTh CTAHAAPTHBIE 32a4H NPOPecCHOHATBHOM 1esITeJIbHOCTH Ha
O0CHOBe MHOPMAIHOHHOI 1 Ou0aHorpaduuecKoii Ky1bTyphbl ¢ IPUMEHEHHEM
HHGOPMALMOHHO-KOMMYHHKALMOHHBIX TeXHOJIOTHIi U € Y4eTOM OCHOBHBIX
TpedoBaHNii HHPOPMALIMOHHOI 0€30MACHOCTH

OIIK-3.3 Baaneer MeToqaMM MOMCKA M aHAIW32 HH()OPMAMHU A NOATOTOBKHU
JOKYMEHTOB, 0030p0OB, pehepaToB, 10KJIA10B, MyOTUKALNI, HA OCHOBE
uHpopManuoHHOH U 6ubaHOrpaduUecKoil KyJbTYPHhI ¢ Y4eTOM COOII0OAeHUsI
aBTOPCKOro mMpaBa U TpedoBaHuii HH(POPMAMOHHOI 6€30MACHOCTH

OIIK-7.1 3HaeT MeTOAbI HACTPONKH, HAIA/IKH IPOrPAMMHO-ANNAPATHBIX
KOMILIEKCOB

OIIK-7.2 YMmeeT aHAIM3UPOBATH TEXHHYECKYIO JIOKYMEHTAIMIO, IPOU3BOIHUTH
HACTPOIiKY, HAJIAKY U TeCTHPOBAHHe NPOrPAMMHO-ANNAPATHBIX KOMILIEKCOB
OIIK-7.3 Baaneer cioco6aMu NpoBepKy padoTOCIOCOOHOCTH MPOrPAMMHO-
ANNANATHEIX KoMnaexcor /3a0)/

| 4, DOPMA MTPOMEKYTOYHOM ATTECTAIIUA

Pa3paboTunk nporpammsl dmun J{.J1.

3a0: 3 cemectp

W.o. 3aB. xadenpoit Onunokora E.B. o
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